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Data collection about sensitive issues (such as illegal behavior, alcohol or drug use, or sexual practices or preferences) requires
the protection of confidentiality beyond preventing accidental disclosures. Under Federal law, Investigators can obtain an
advance grant of confidentiality, known as a Certificate of Confidentiality that will provide protection against compulsory
disclosure, such as a subpoena, for research data.
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Which research projects are eligible for Certificates of Confidentiality?

Certificates of confidentiality are only issued for research projects that are:

Collecting personally identifiable (subject names or other identifying characteristics) on a sensitive research topic
Approved by an IRB operating under a Federalwide assurance (FWA) issued by the Office of Human Research
Protections or the approval of the FDA

On a topic that is within the HHS health related research mission

Storing research data in the United States

Allowable under federal regulations
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(Public Health Service Act ‘301(d), 42 U.S.C. ‘241(d)). Under this Act, the Secretary of Health and Human Services (HHS) may
authorize persons engaged in research to protect the privacy of participants by withholding from all persons not connected
with the conduct of the research the names or other identifying characteristics of the participant.
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the Certificate of Confidentiality may become invalid. The Certificate of Confidentiality may only be valid to those studies that
do not include research information in medical records.
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The protection is available only when the research is of a sensitive nature where the protection is judged necessary to achieve
the research objectives. Examples of studies that would not qualify for a certificate of confidentiality are:

Projects that are not research based;

Projects that are not approved by an IRB in accordance with the NIH guidelines governing Certificates of
Confidentiality;

Projects that do not collect sensitive information or information that might harm the research participants; or

Projects that do not collect personally identifiable information.
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An investigator should consider applying for a Certificate of Confidentiality when the results of research participation could
yield information in one or more of the following categories:

HIV status, AIDS related complications, or other sexually transmitted diseases;
Information relating to sexual attitudes, preferences, or practices;

Information relating to the use of alcohol, drugs or other addictive products;
Information pertaining to substance abuse, illegal conduct, or other risk behaviors;

Information that if released could reasonably be damaging to an individual’s financial standing, employability, or
reputation within the community;



Information that would normally be recorded in a patient’s medical record, and the disclosure of which could
reasonably lead to social stigmatization or discrimination;

Information where subjects may be involved in litigation related to exposures under study (e.g. breast implants,
environmental or occupational exposures);

Information pertaining to an individual’s psychological well-being or mental health;

Information collected that may be considered sensitive in connection with behavioral interventions and epidemiologic
studies; and

Genetic information.
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More information can be found on the Certificates of Confidentiality FAQ page (see link at the end of document).

Applying for the Certificate of Confidentiality

Applications for a Certificate of Confidentiality should be submitted to the NIH at least three (3) months prior to the date on
which enrollment is expected to begin. If the Investigator has not already applied for a Certificate of Confidentiality, upon its
review of the research, the IRB may recommend that an Investigator apply for a Certificate of Confidentiality. NIH provides
detailed instructions for investigators wishing to make an application. See below under References and Links.

It must be noted that the issuance of this certificate is up to the discretion of the NIH. If granted, the Certificate provides
indefinite protection from compulsory disclosure, such as subpoena for research data.
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State whether the certificate has been requested or has been obtained and is in effect for the study.
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